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Praca sietoveho administratora
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Sietovy prepinac (l.)

* zariadenie spojovej vrstvy: ma aktivnu ulohu
» uklada a rozposiela Ethernet ramce (frames)

* preskumava MAC adresu prichadzajucich ramcov, selektivne posiela ramce na
jeden alebo viac odchadzajucich spojeni, ked' ma byt poslany ramec na
segment, pouzije CSMA / CD na pristup k segmentu

e transparentny
* komunikujuce zariadenia nevedia o pritomnosti sietovych prepinacov
e plug-and-play, self-learning

* prepinace nemusia byt nakonfigurované
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Sietovy prepinac (l.)

* zariadenie spojovej vrstvy: ma aktivnu ulohu
» uklada a rozposiela Ethernet ramce (frames)
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jeden alebo viac odchadzajucich spojeni, ked' ma byt poslany ramec na
segment, pouzije CSMA / CD na pristup k segmentu

e transparentny
* komunikujuce zariadenia nevedia o pritomnosti sietovych prepinacov
e plug-and-play, self-learning

* prepinace nemusia byt nakonfigurované
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Sietovy prepinac (I1.)
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Sietovy prepinac (I11.)

ClEOIlE - B @m @ @ m

.—m—_—__—_-_"‘_————————-—-:ﬂ”_ meieagns

ko J L L L

HlllllllllllllllllIlllllll Illllllllllllll

Mody — Status, duplex, speed -_— =
) SP?NQQ
Tladidlo na zmenu Yy =
Mocy
\*&

Moae Sution

FPan Status
LEDs

Status didody portov

Letny semester 2020/2021 Pocitacova siet Internet



) UNIVERZITA PAVLA JOZEFA SAFARIKA V KOSICIACH

Pripojenie k switchu (lI.)
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Pripojenie k switchu (lI.
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Pripojenie k switchu (Il1.
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Cisco Packet tracer (I.)
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pers

Cisco Packet tracer (Il.

¥ switcho - O X ¥ switcho - O X
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Settings

Algorithm Settings
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INTERFACE
FastEthernat0/1
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FastEthernet0/4 Running Config Export... Merge... Press BETURN to get started.
FastEthernet0/s
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MNVRAM Erase Save

FastEthernet0/6
FastEthernet0/7
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|OS — zakladna praca (l.)

IOS - Cisco's Internetwork Operating System
Obsluha 10Su - CLI —= Command Line Interface

prikazy — mozno zaddvat skratene (napr. conf namiesto configure)

tabulator — doplnenie prikazov

e ? —zoznam prikazov s popisom

* | - Specifikovat vystup (napr. show mac-address-table | include fa0/1)
* Sipky

 rusenie prikazov — no (napr. no shutdown)
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|OS — konfiguracne mody (l.)

uzivatel'sky mad (user EXEC)
* vtomto mode je administrator po prihlaseni a ma iba obmedzené prikazy
e SWITCH>

privilegovany mad (privileged EXEC)
e predvoleny mod pre prestup do dalsich konfiguracii
* umoznuje zobrazovat rozne udaje
* SWITCH #
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|OS — konfiguracné mody (lII.)

globalny konfiguracny maod (global configuration)
* tu sa konfiguruju funkcie pre cely systém
 SWITCH (config) #

konfiguracia rozhrania (interface configuration)
* v tomto mdéde konfigurujeme vlastnosti urcitého rozhrania (napr. fa0/1)
 SWITCH (config-if) #
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|OS — konfiguracne mody (111.)

Prepnutie do privilegovaného modu
 SWITCH> enable

Prepnutie do globalnej konfiguracie
* SWITCH# configure terminal

Prepnutie do konfiguracie rozhrania
e SWITCH(config)# interface fa0/1

Navrat do predchadzajuceho rozhrania
 SWITCH(config-if)# exit
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|OS — informacie o systeme (l.)

Informacie o sietovom prepinaci a verzii IOSu
 SWITCH# show version

Informacie o0 zaznamenavani a posledné zaznamy
 SWITCH# show logging

Zoznam naposledy zadanych prikazov
 SWITCH# show history

Informacie o vyuzitie procesora a beziacich procesoch
 SWITCH # show processes
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Current configuration : 720 bytes

|OS — konfiguracie (I.) !

version 12.2
° running_conﬁg no service pad

service timestamps debug datetime msec
* startup-config service timestamps log datetime msec

no service password-encryption
|

SWITCH# show running-config hostname Switch
SWITCH# show startup-config |

boot-start-marker
boot-end-marker

zobrazuju sa zmeny

interface FastEthernet0/1
|

interface FastEthernet0/2
description Popis
shutdown
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|OS — sietove rozhrania (l.)

1 Switch# show interfaces
I nte rfa ce (rOZh ran Ie) FastEthernet0/1 is down, line protocol is down (notconnect)
 fyzické porty

Hardware is Fast Ethernet, address is b414.898d.9c01 (bia b414.898d.9c01)
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,

— reliability 255/255, txload 1/255, rxload 1/255
’ faStEthernet napr' fao/l Encapsulation ARPA, loopback not set
* gigabitEthernet — napr. g0/1 Keepalive set (10 sec]

Auto-duplex, Auto-speed, media type is 10/100BaseTX
Y TenG’gab’tEthernet —_— napr. Te1/0/13 input flow-control is off, output flow-control is unsupported

ARP type: ARPA, ARP Timeout 04:00:00

o Vla ny Last input. never, outpu.t never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)

Pod rObny’ Vy'pis informacii o rozhraniach 5 minute input rate 0 bits/sec, 0 packets/sec
. 5 minute output rate 0 bits/sec, 0 packets/sec
e SWITCH # ShOW Inte rfa ces 0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts (0 multicasts)

0 runts, 0 giants, O throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input

0 input packets with dribble condition detected
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|OS — sietove rozhrania (lI.)

Vypisanie zoznam fyzickych rozhrani s popisom a stavom v prehladnej forme
* SWITCH # show interfaces status

Strucny zoznam vsetkych rozhrani so Statistikou prenosov
 SWITCH # show interfaces summary

Zoznam Statistik pre rozhranie
 SWITCH # show interfaces stats
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|OS — sietove rozhrania (lll.)

Konfiguracia konkrétneho rozhrania Switch# show interfaces status
» Switch(config)# interface fa0/1

Port Name Status  Vlan Duplex Speed Type
Fa0/1 notconnect 1 auto auto 10/100BaseTX
Fa0/2 notconnect 1 auto auto 10/100BaseTX
Vypnutie / zapnutie rozhrania Fa0/3 notconnect 1 auto auto 10/100BaseTX
Fa0/4 notconnect 1 auto auto 10/100BaseTX
* SWitCh(COﬂfig-if)#ShUtdOWH Fa0/5 notconnect 1 auto auto 10/100BaseTX
. . . Fa0/6 notconnect 1 auto auto 10/100BaseTX
* SW|tch(conf|g-|f)#no shutdown Fa0/7 connected 1 a-full a-100 10/100BaseTX
Fa0/8 notconnect 1 auto auto 10/100BaseTX
Gio/1 notconnect 1 auto auto
Nastavenie viacerych rozhrani 10/100/1000BaseTX

» Switch(config)# interface range fa0/1-8

* Duplex, speed, type
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Samoucenie sietoveho prepinaca (l.)

Zdroj: A
e prepinac sa uci, ktoré zariadenia mozu byt dosiahnuté //
cez ktoré rozhrania

* ked'je prijaty ramec, switch sa nauci miesto odosielatela -
prichadzajuci segment LAN

* zaznamena v tabulke dvojicu - odosielatel'a umiestnenie

MAC addr |rozhranie | TTL
A 1 60
CAM tabulka

(pbvodne prazdna)
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~ad

Samoucenie sietoveho prepinaca (ll.)

Zobrazenie zaznamov v MAC tabulke Switch# show mac address-table

e show mac address-table

Mac Address Table

Zobrazenie Casu ,,starnutia” (aging-time)
e predvoleny ¢as —300s

* show mac address-table aging-time All
All

Zobrazenie zaznamov All

* show mac address-table dynamic 2::

* show mac address-table static All

All

Vyhladavanie v MAC tabulke 1
* show mac address-table interface 1
Pocet mac adries v MAC tabulke 1
* show mac address-table count 1

Vlan Mac Address  Type Ports

0100.0ccc.cccc  STATIC  CPU
0100.0ccc.cccd STATIC CPU
0180.c200.0000 STATIC CPU
0180.c200.0001 STATIC CPU
0180.c200.0002 STATIC CPU
0180.c200.0003 STATIC CPU
fHff.feffffff - STATIC  CPU
0013.3b9b.e8e3 DYNAMIC Gi0/1
1803.73b6.b0c9 DYNAMIC Gi0/1
1cdf.0f82.d440 DYNAMIC Gi0/1
4c4e.35e5.5a03 DYNAMIC Gi0/1
50e5.49eb.2568 DYNAMIC Gi0/1
d89d.6723.c14c DYNAMIC Gi0/1

Total Mac Addresses for this criterion: 13
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VLAN (I.)

VLAN - virtual vlan (802.1q)

Engineering Marketing
VLAN VLAN

Dest. Source

Start Length Frame
MAC MAC Pad
ci Preamble Frame Add Add [ Type MAC Client Data (o Check
SO KIer ﬂ (7 - bytes) Delimiter . ress (2- (0-n bytes) P Sequence
. —— N / (1- byte) B o bytes) byes) (4- bytes)
e ; bytes) | bytes) | 7 "
\ / \ Floor3
[
Fast l :
Ethernet A l Start Dedt |=2 LengthType Tag Length ; Frame
MAC MAC MAC Client Pad
| Preamble  Frame | J =8021Q Control | /Type ., Check
e ress Addre. : Data (0-p
(7-bytes)  Delimiter (6-bytes) (6-byte Tag Type Information (2- (0-n bytes) bytes) Sequence
l Fb (1-byte) (2-byte) (2-bytes)  bytes) {4-bytes)
] or2
|
3 bits = User Priority field
1 bit= Canonical Format Identifier (CFl) P
12 bits — VLAN Identifier (VLAN ID) ]
Floor 1
r
2

Zdroj: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-
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VLAN (I1.)

0, 4095
2 typy: 1
* Access = untagge
* Trunk = tagged 51001
1002-1005
1006-4094

Switch

VLAN2 | VLANt ) (  VLAN3
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Zdroj: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus5000/sw/configuration/guide/cli/CLIConfigurationGuide/AccessTrunk.html

Typ Usage

Reserved Len pre systémové pouZzitie.

Normal Predvoleny VLAN pre Ethernet.
Je mozné ho pouzit, ale nedd
sa zmazat.

Normal Je mozné vytvorit, pouzit a
zmazat vlany s tymto ID.

Normal  Predvolené pre FDDI a Token
Ring (nie Ethernet). Nie je
mozné ich zmazat.

Extended RozSireny rozsah vlanov
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VLAN (l11.)

Vlans - 100,200

VLAN 100 e TRUNK
VLAN 200 e——
802.1Q 802.1Q
Trunk Trunk
VLAN 100 é | | ; VLAN 100
VLAN 200 ) VLAN 200

22885858 LREERAEL
| ==
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VLAN (IV.)

2 kroky: Informacie o vlanoch
* Priradenie vlanov k fyzickym rozhraniam * Switch# show vlan brief

Vytvorenie vlanov
e show mac address-table Switch# show vlan brief
e Switch(config)# vlan 100 VLAN Name Status Ports

» Switch(config-vlan)# name Studenti T T
e Switch(config-vlan)# exit 1 default active Fa0/1, Fa0/2, Fa0/4, Fa0/5

e Switch(config)# vlan 200 , , Fa0/6, Fa0/7, Fa0/8, Gi0/1
. . . 100  Studenti  active

* Switch(config-vlan)# name Zamestnanci o
. . 200 Zametnanci active

* Switch(config)# vlan 99 .
) ) 99 management active

* Switch(config-vlan)# name management
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VLAN (V.)

Priradenie vlanov k fyzickym rozhraniam (access porty) Nastavenie médu rozhrania
» Switch(config)# interface fa0/1 /
* Switch(config-if)# switchport mode access

* Switch(config-if)# switchport access vlan 100 @ — Nastavenie vianu
* Switch(config-if)# no shutdown (len 1 access vlan !)
* Switch(config-if)# exit \
Zapne rozhranie, ak je vypnuté

Nastavenie modu rozhrania

Priradenie vlanov k fyzickym rozhraniam (trunk porty)
* Switch(config)# interface gi0/1 / | |
* Switch(config-if)# switchport mode trunk 4‘/ Nastavenie native vlan
* Switch(config-if)# switchport trunk native vlan 99 .
«  Switch(config-if)# switchport trunk allow vian 100,200 " Nastavenie vianov\v trunku

* Switch(config-if)# no shutdown \
* Switch(config-if)# exit Zapne rozhranie, ak je vypnuté
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VLAN (V.)

Priradenie IP adresy

Priradenie IP adresy pre predvoleny vian (1)
e Switch(config)# interface vlan 1
* Switch(config-if)# ip address 158.197.31.x 255.255.255.0
e Switch(config-if)# no shutdown
* Switch(config-if)# exit
e Switch(config)# exit
e Switch# ping 158.197.31.1

Priradenie IP adresy pre management vian (99)
* Switch(config)# interface vlan 99
e Switch(config-if)# ip address 10.0.99.1 255.255.255.0
* Switch(config-if)# no shutdown
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Domace zadanie (l.)
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Domace zadanie (I1.)

* konfiguracia 3 switchov — portov a VLAN

* 4 oddelenia—NB a PC podla farby S perene NAS projektové
* 5vlanov — pre kazdé oddelenie + manazment vlan SW.W

* schéma zapojenia switchoy, tlaciarni a NAS

» Test: Pouzivatelia musia overit dostupnost NAS a

tlaCiarne v ich vlan (projektové oddelenie a
persondlne oddelenie)

e Brigadnici sa navzajom ,vidia“ v sieti, ale nemaju
pristup do inych sieti

7"""“ 2 Swit 3

Tlaciaren - projektové Tlaciaren - personalne
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Domace zadanie (ll1.)
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Dakujem za pozornost!

pavol.sokol@upjs.sk
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